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order and a description of the informa-
tion disclosed. Notice shall not be
given if disclosure is made from a
criminal law enforcement system of
records that has been exempted from
the notice requirement.

(b) Emergency disclosures. Upon dis-
closing a record pertaining to an indi-
vidual made under compelling cir-
cumstances affecting health or safety,
the office shall notify that individual
of the disclosure. This notice shall be
mailed to the individual’s last known
address and shall state the nature of
the information disclosed; the person,
organization, or agency to which it was
disclosed; the date of disclosure; and
the compelling circumstances justi-
fying the disclosure.

§102.33 Security of systems of records.

(a) Each Program/Support Office
Head or designee shall establish admin-
istrative and physical controls to pre-
vent unauthorized access to its sys-
tems of records, to prevent unauthor-
ized disclosure of records, and to pre-
vent physical damage to or destruction
of records. The stringency of these con-
trols shall correspond to the sensi-
tivity of the records that the controls
protect. At a minimum, each office’s
administrative and physical controls
shall ensure that:

(1) Records are protected from public
view;

(2) The area in which records are
kept 1is supervised during business
hours to prevent unauthorized persons
from having access to them;

(3) Records are inaccessible to unau-
thorized persons outside of business
hours; and

(4) Records are not disclosed to unau-
thorized persons or under unauthorized
circumstances in either oral or written
form.

(b) Each Program/Support Office
Head or designee shall establish proce-
dures that restrict access to records to
only those individuals within the SBA
who must have access to those records
in order to perform their duties and
that prevent inadvertent disclosure of
records.

(c) The OCIO shall provide SBA of-
fices with guidance and assistance for
privacy and security of electronic sys-
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tems and compliance with pertinent
laws and requirements.

§102.34 Contracts for the operation of
record systems.

When SBA contracts for the oper-
ation or maintenance of a system of
records or a portion of a system of
records by a contractor, the record sys-
tem or the portion of the record af-
fected, are considered to be maintained
by the SBA, and subject to this sub-
part. The SBA is responsible for apply-
ing the requirements of this subpart to
the contractor. The contractor and its
employees are to be considered employ-
ees of the SBA for purposes of the sanc-
tion provisions of the Privacy Act dur-
ing performance of the contract.

§102.35 Use and collection of Social
Security Numbers.

Each Program/Support Office Head or
designee shall ensure that collection
and use of SSN is performed only when
the functionality of the system is de-
pendant on use of the SSN as an identi-
fier. Employees authorized to collect
information must be aware:

(a) That individuals may not be de-
nied any right, benefit, or privilege as
a result of refusing to provide their so-
cial security numbers, unless:

(1) The collection is authorized either
by a statute; or

(2) The social security numbers are
required under statute or regulation
adopted prior to 1975 to verify the iden-
tity of an individual; and

(b) That individuals requested to pro-
vide their social security numbers
must be informed of:

(1) Whether providing social security
numbers is mandatory or voluntary;

(2) Any statutory or regulatory au-
thority that authorizes the collection
of social security numbers; and

(3) The uses that will be made of the
numbers.

§102.36 Privacy Act standards of con-
duct.

Each Program/Support Office Head or
designee shall inform its employees of
the provisions of the Privacy Act, in-
cluding its civil liability and criminal
penalty provisions. Unless otherwise
permitted by law, an employee of the
SBA shall:
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(a) Collect from individuals only the
information that is relevant and nec-
essary to discharge the responsibilities
of the SBA;

(b) Collect information about an indi-
vidual directly from that individual
whenever practicable;

(¢) Inform each individual
whom information is collected of:

(1) The legal authority to collect the
information and whether providing it
is mandatory or voluntary;

(2) The principal purpose for which
the SBA intends to use the informa-
tion;

(3) The routine uses the SBA may
make of the information; and

(4) The effects on the individual, if
any, of not providing the information;

(d) Ensure that the office maintains
no system of records without public no-
tice and that it notifies appropriate
SBA officials of the existence or devel-
opment of any system of records that
is not the subject of a current or
planned public notice;

(e) Maintain all records that are used
by the SBA in making any determina-
tion about an individual with such ac-
curacy, relevance, timeliness, and com-
pleteness as is reasonably necessary to
ensure fairness to the individual in the
determination;

(f) Except as to disclosures made to
an agency or made under the FOIA,
make reasonable efforts, prior to dis-
seminating any record about an indi-
vidual, to ensure that the record is ac-
curate, relevant, timely, and complete;

(g) Maintain no record describing
how an individual exercises his or her
First Amendment rights, unless it is
expressly authorized by statute or by
the individual about whom the record
is maintained, or is pertinent to and
within the scope of an authorized law
enforcement activity;

(h) When required by the Privacy
Act, maintain an accounting in the
specified form of all disclosures of
records by the SBA to persons, organi-
zations, or agencies;

(i) Maintain and use records with
care to prevent the unauthorized or in-
advertent disclosure of a record to any-
one; and

(j) Notify the appropriate SBA offi-
cial of any record that contains infor-
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mation that the Privacy Act does not
permit the SBA to maintain.

§102.37 Training requirements.

All employees should attend privacy
training within one year of employ-
ment with SBA. All employees with
Privacy Act responsibilities must at-
tend Privacy Act training, whenever
needed, that is offered by the SBA.

§102.38 Other rights and services.

Nothing in this subpart shall be con-
strued to entitle any person, as a right,
to any service or to the disclosure of
any record to which such person is not
entitled under the Privacy Act.

§102.39 SBA’s exempt Privacy Act sys-
tems of records.

(a) Systems of records subject to in-
vestigatory material exemption under
5 U.S.C. bb2a(k)(2), or 6 U.S.C. 562a(k)(5)
or both:

(1) Office of Inspector General
Records Other Than Investigation
Records—SBA 4, contains records per-
taining to audits, evaluations, and
other non-audit services performed by
the OIG;

(2) Equal Employment Opportunity
Complaint Cases—SBA 13, contains
complaint files, Equal Employment Op-
portunity counselor’s reports, inves-
tigation materials, notes, reports, and
recommendations;

(3) Investigative Files—SBA 16, con-
tains records gathered by the OIG in
the investigation of allegations that
are within the jurisdiction of the OIG;

(4) Investigations Division Manage-
ment Information System—SBA 17,
contains records gathered or created
during preparation for, conduct of, and
follow-up on investigations conducted
by the OIG, the Federal Bureau of In-
vestigation (FBI), and other Federal,
State, local, or foreign regulatory or
law enforcement agency;

() Litigation and Claims Files—SBA
19, contains records relating to recipi-
ents classified as “in litigation” and all
individuals involved in claims by or
against the Agency;

(6) Personnel Security Files—SBA 24,
contains records on active and inactive
personnel security files, employee or
former employee’s name, background
information, personnel actions, OPM,



		Superintendent of Documents
	2014-08-21T13:56:57-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




